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Authentication vs Authorization

- OAuth2 is

- OAuth2 relies on the identity server to perform authentication before it
issues an Auth Token

is a protocol built on top of OAuth2 that does
provide for both Authentication and Authorization


https://www.oauth.com/oauth2-servers/openid-connect/authorization-vs-authentication/
https://www.oauth.com/oauth2-servers/openid-connect/
https://www.oauth.com/oauth2-servers/openid-connect/

Why use OAuth2 for SMTP authentication?

- Secures your credentials
- Allows you to limit the privileges granted
- Multifactor Authentication (MFA) is often built in



OAuth 2.0 Flows

- Authorization Flow

- The authorization server returns a single use authorization code to the client, which is then exchanged for an
access token.

- Optionally use Proof Key for Client Exchange (PKCE) for increased security
- Implicit Grant (deprecated in OAuth 2.1)

- The access token is returned directly to the client

- Resource Owner Credentials Grant Type (deprecated in OAuth 2.1)
- The client first obtains the resource owners credentials and then passes them to the authorization server.
- Only applicable for highly trusted clients

- Client Credentials Grant Type

- Used for non-interactive clients

- Device Authorization Flow
- Used for client that have limited input options (e.g., Smart TVs)

- Refresh Token Grant

- Used to refresh an access token that is about to expire



OAuth 2.0 Flows

- Authorization Flow
- Used primarily by web applications as it is natural for them to be able to listen for a redirect

URI

- Device Authorization Flow
- Can be more useful for desktop apps because it doesn't require listening for a redirect URI

- Client Credential Flow
- Used for service accounts, but requires a redirect URI like Authorization Flow

- Refresh Token Flow
- Regardless of how the Auth Token was originally obtained the Refresh Token Flow is how
the application can refresh an existing token
- If the Auth Token can be refreshed, the user isn't forced to reauthorize a new Auth Token
when the original Auth Token would have expired



Authorization Flow

- Client composes URL to access L ek
the Authentication server that Q —>=
N\

includes:
- Client ID (and Tennant ID for Azure)

- Requested Scopes
- Redirect URI

- Client launches default web

browser to the URL PR

- Normally this would be done with system
browser

- In the demo, we're going to use a browser
control in a PowerBuilder window so we

PowerBuilder Client
Browser

can capture the Redirect URL call SHTP Server



Authorization Flow

- User logs in via web browser N
and grants access Q
g <

PowerBuilder Client

SMTP Server



Authorization Flow

- Authentication Server adds

Auth Token to Redirect URL Q
and passes it back to browser :) IF
as Redirect URL s .

- The best way to capture this would be to I

have the PowerBuilder client listen on a
port using something like
or P

- For the demo, we're capturing the
redirect sent back to the browser control
in a PowerBuilder window

SMTP Server


https://www.topwizprogramming.com/tools.html
https://www.topwizprogramming.com/freecode_winsock.html

Authorization Flow

- PowerBuilder client extracts
the Auth Token from the
Redirect URL




Authorization Flow

- PowerBuilder adds Auth
Token to SMTP Message for
Authentication




Authorization Flow

- SMTP Server verifies Auth
Token andg, if valid, sends
email




Device Authorization Flow

- PowerBuilder client makes
REST POST API call to
Authorization Server

- For Azure, Tennant ID is part
of APl URL

- Client ID and requested
scopes are passed inrequest e o

body




Device Authorization Flow

- Authorization Server returns:

- Device Code -~
- A URL to be used to exchange Device Code for

Auth Token
- Typically, the client would generate “Q)<
a QR code for the URL and display e

that and the Device Code to the —
user

- The user would use the QR code to
open the URL on their personal ~
device and enter the Device Code

- For the demo, we will be opening
the system browser to the URL and

pglng the Device Code into the
clipboard




Device Authorization Flow

- User enters the Device Code
into the web page and grants
access

- Device code is received by the
Authentication Server, which
then makes the Auth Token
available on a known URL

S

PBIdedURLdDme
Code

0 user. d enters
th D wceC d /

IF

|

SMTP Server




Device Authorization Flow

] POWGFB u I I d er CI ie nt ma keS - cal 1o Authentcaflon Server to requet Aut —
REST POST API call to Q e esogn oo G
Authorization Server ‘\‘/I

- For Azure, Tennant ID is part

P — e
of APl URL

- Client ID and Device Code are

passed in request body

- For Google, Client Secret is
also pass in request body

SMTP Server



Device Authorization Flow

- Authentication Server returns
Auth Token to PowerBuilder
client in response to API call

SMTP Server



Device Authorization Flow

- PowerBuilder adds Auth
Token to SMTP Message for
Authentication




Device Authorization Flow

- SMTP Server verifies Auth
Token andg, if valid, sends
email




Azure

- In the Azure Portal, open
Microsoft Entra ID

Microsoft Azure

Create a
resource

Resources

ortal.azure.com/#

Microsoft Entra
ID

Recent  Favorite

Name

Pay-As-You-Go

See all

Navigate

Subscriptions

L Search resources, services, and docs (G+/)

."
X
b %
App Services App Service
Domains

I‘l Resource groups

] G- <>

Email Cost Virtual
Communicati..  Management ... networks

Type

Subscription

All resources




Azure

- Create a new App registration

Microsoft Azure £ Search resources, services, and docs (G+/)

Home »

(i | Default Directory | Overview

X « + Add @ Manage tenants What's new g Preview features ,O? Got feet
a
© overview User > ) . . i
1pler, integrated experience for managing_all your Identity and Access
& Preview features Group
Properties Recommendations Setup guides
7 Diagnose and solve problems Enterprise application
' Manage
App registration
aa Users
Basic information
ad Groups
BE External Identities Name Default Directory
. Roles and administrators
Tenant ID 80b593b7-0d69-490e-aaca-94e44124c8b0 D
v Administrative units
N Delegated admin Primary domain brucearmstrongoutlook.onmicrosoft.com
~ partners
License Microsoft Entra ID Free

i Enterprise applications
E_] Devices Alerts
2% App registrations

{8} Identity Governance A Migrate to the converged Authentication



Azure

- In the app registration, define
which accounts can use the e

Home > Default Directory | Overview >

app and define the Redirect
U R L *Name
The user-facing display name for this application (this can be changed later).

SMTP Demo v

- For Azure, we can use the

o o Who can use this application or access this API?
S a m e a re I St rat I O n fo r b Ot h @ Accounts in this organizational directory only (Default Directory only - Single tenant)
O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)
(_) Accounts in any organizational directory {Any Microsoft Entra ID tenant - Multitenant) and personal Microsoft
accounts (e.g. Skype, Xbox)

f I O W S O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

g the user. Providing this now is
optional and it can be changed later, but a value is required for most authenticatpn scenarios.

Web ~ | [ nttpy/localnost:3090 v

Register an app you're working on here. Integrate gallery apps and other apps fr@m outside your organization by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies '



Azure

- Record the Tennant ID and
Client ID for the app

M e

iome > Default Directory | App registrations

gz SMTP Demo  #

~

£ Search

B Overview

Quickstart

7 Integration assistant

»

x

Diagnose and solve problems

<

Manage

B Branding & properties

3 Authentication
Certificates & secrets

{1l Token configuration

% AP permissions

@ Expose an APl

&, Roles and administrators

[il Delete & Endpoints BS) Preview features

@ 6ot a second? We would love your feedback on Microsaft identity platform (previously Azure AD for developer). —

# Essentials

Application (client) ID [redacted]

Client credentials : Add a certificate or secret
1 Redirect URls : 1 web. 0 spa. 0 public client

1D URI

: Add an Applicatic

Managed application in L. : SMTP Demo

[redacted] I

@ starting June 30th. 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure Active Directory Graph. We will continue to provide technical support an
longer provide feature updates. need to be upgraded to Microsoft A ibrary (MSAL) and Microsoft Graph. Leam more

Get Started  Documentation

Build your application with the Microsoft identity platform



Azure

- Under Manage, select API
Permissions

- Select Microsoft.Graph
- Select Delegated Permissions

- Search on “SMTP” and select
the SMTP.Send scope

ding & properties

Authentication

Certificates & st

Token configus
API permissions
& Expose an APl

App roles

and admi

i Manifest

Suppart + Troubleshas

£ Search resources, senvices, and docs (G+/)

I o Copilot

Request API permissions

Microsoff ph

57 Got fesdback?
| RS

-

What type of permissions does your application

de consent may revoke permissions that Kave sk

55 the AP1 35 the

@ The “2dmin cor

will be

quired” columin shaows the default vahus for 2n organi

1 service o daemon without a

Confiqured permissions

all the permissions the apglicaticn needs. Leam more about perm . Select pe
Add a parmis: Grant consent for Default Dir SMTP
API f Permissions name Type Description
@ The “dmin consent required" column shows the default value for an org sent can be customiz
v Micrasaft Gragh permission, user. or app. This column may ot reflectthe valus in your arganization. or i organizations where this app wil
Delegated
Permission Admin consent required
and manage consented pes
OSMTP (1)
SMTP Send

Send emails from mailboxes using SMTP AUTH.



Azure

- Use the “Grant admin consent
for Default Directory” option

P Search resources, services, and docs (G+/) T Copilot

Home > Default Directory | App registrations > SMTP Demo

= SMTP Demo | APl permissions

s« () Refresh | /7 Got feedback?

Overview

@ Successiully granted admin consent for the requested permissions.

&5 Quickstart
# Integration assistant
¥ Diagnose and solve problems A\ Granting tenant-wide consent may revoke permissions that have already been granted tenant-wide for that application. Permissions that users have already granted on their own behalf aren't

~ Manage

&2 Branding & properties @ The "Admin consent required” column shows the defauit value for an organization. However, user consent can be customized per permission, user, or app. This column may not reflect the valt
) will be used. Leam more
3 Authentication

Certificates & secrets ..
Configured permissions

Token configuration

Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include

<> FEIpEE TS all the permissions the application needs. Leam more about permissions and consent

@ Expose an API { Add a permissiorf] / Grant admin consent for Default Directory

App roles API / Permissions name Toe Descnption Admin consent requ... Status
& Ouners \ Microsoft Graph (2)
iy Roles and administrators SMTP.Send Delegated  Send emils from mailboxes using SMTP AUTH. No @ Granted for Defoult Dire =+
B Manifest UserRead Delegated  Sign in and read user profile No @ Granted for Defauit Dire,, =++

> Support + Troubleshooting

To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.



Gmail

- Create a project in Google
C I OUd 2 s://console.cloud.google.com/projectcreate

= Google Cloud Search (/) for resources, docs, products, and more

https://console.cloud.google.
com/projectcreate N ———

or delete projects. Learn more (2

‘ Manage Quotas[Z

— Project name *

My Project 34261 @ ‘

Project ID: focal-furnace-479223-h0. It cannot be changed later. Edit

~ Location *
izati rowse
Bl No organization B

Parent organization or folder



Gmail

- In the new project, select
“Explore and enables APIs”

= Google Cloud &* My Project 34261 Search (/) for resources, docs, products, and more

Dashboard Activity Recommendations

(] Cloud Run functions
Event-driven serverless functions

)) Cloud Run
Fully managed application platform

£ Getting Started H

API Explore and enable APIs

\g Deploy a prebuilt solution

:l: Add dynamic logging to a running application
Ga Monitor errors with Error Reporting

)) Deploy a Hello World app

{5} TakeavMm quickstart

= Create a Cloud Storage bucket

() Create a Cloud Run function

&) Install the Cloud SDK

= Explore all tutorials



Gmail

- Select “Oauth consent screen”

nsole.cloud.google.com/.

= Google Cloud 2* My Project 34261 Search (/) for resources, docs, products, and more

1 APIs & Services APls & Services 4+ Enable APls and services

«f»  Enabled APIs & services

1ho
i Library
o=  Credentials .
Traffic = & : Errors
HA OAuth consent screen
=z Page usage agreements
& No data is available for the selected time frame.
utc7? Nov 23 12:00PM ute7?
.

Median latency

IR



Gmail

- Click on Get Started

I-furnace-479223-h0

= Google Cloud

* My Project 34261 Search (/) for resources, docs, products, and more Q_searct

’ Google Auth Platform / Overview

E  Ooverview OAuth Overview
¢  Branding
©  Audience
Clients I======n
[ ]
=2  Data Access ] :
)

Verification Center

£ Settings P

Google Auth Platform not configured yet
Get started to configure your application's identity and manage credentials
for calling Google APIs and Sign in with Google. Learn more (2

Get start:




Gmail

- Provide App Information

= Google Cloud &¢ My Project 342671 Search (/) for resources, docs, products, and more

g Google Auth Platform / Overview / Create branding

‘ E Overview Project configuration
@  Branding
&  Audience

© App Information
# Clients App name *
{ My Demo App ]

=2  Data Access

The name of the app asking for consent
Verification Center

( User support email *

& Settings bruce.armstrong.ba@gmail.com - ]

For users to contact you with questions about their consent. Learn more[4

® Audience
\

©® Contact Information
\

© Finish



Gmail

- Define the audience

, Google Auth Platform / Overview / Create branding

E
@

Google Cloud

Overview
Branding
Audience

Clients

Data Access
Verification Center

Settings

& My Project 34261

console.cloud.google.com/a

al-furnace-47

Search (/) for resources, docs, products, and more

Project configuration

© App Information
\

® Audience

Internal @

Only available to users within your organization. You will not
need to submit your app for verification. Learn more about
user type @

G iaiall>

Available to any test user with a Google Account. Your app will
start in testing mode and will only be available to users you
add to the list of test users. Once your app is ready to push to

production, you may need to verify your app. Learn more about
user type @

‘ Next ‘




Gmail

- Provide contact information

onsole.cloud.google.com/:

Google Cloud

§® My Project 34261 Search (/) for resources, docs, products, and more

, Google Auth Platform / Overview / Create branding

E

Overview
Branding
Audience

Clients

Data Access
Verification Center

Settings

Project configuration

© App Information
\

® Audience
|

© Contact Information

— Email addresses *

‘ bruce.armstrong.ba@gmail.com @ m |
These email addresses are for Google to notify you about any changes to your
project.
‘ Next ‘
O Finish



Gmail

- Agree to terms and finish

console.cloud.google.com/auth

= Google Cloud e* My Project 34261 Search (/) for resources, docs, products, and more

, Google Auth Platform / Overview / Create branding

| E Overview Project configuration
>  Branding
B  Audience

© App Information

i Clients ‘
=»  DataAccess ® Audience

Verification Center ‘

&  Setlings & Contact Information
|

O Finish

| agree to the Google API Services: User Data Policy. 2

| Continue ‘



Gmail

. U n d er D a.t a A C C e S S, C | i C k A d d 5 eoreslzaleudlaTs Eamm it Frd =zl
or Re move S CO p es = GoogleCloud | t+ MyProject 3261 e

? Google Auth Platform / Data access

E  Overview Data Access
€3  Branding
O  Audience

Scopes express the permissions you request users to authorize for
Clients your app and allow your project to access specific types of private
user data from their Google Account. Learn more 2

Sa  Data Access

Verification Center

=

‘ Add or remove scopes

& Settings

Your non-sensitive scopes

APl 4 Scope User-facing description

No rows to display

& Your sensitive scopes

Sensitive scopes are scopes that request access to private user data.

APl 1 Scope User-facing description

No rows to display

a Your restricted scones




Gmail

- Add the userinfo.email, profile,
and openid scopes

I X Update selected scopes

Only scopes for enabled APIs are listed below. To add a missing scope to this screen, find and
enable the API in the Google API Library or use the Pasted Scopes text box below. Refresh the
page to see any new APIs you enable from the Library.

= Filter Enter property name or value

APl 4

<< 1]

Analytics
Hub API

O Oa

Analytics
Hub API

BigQuery
API

BigQuery
API

BigQuery
AP|

BigQuery
AP|

O O O g o

BigQuery
API

Scope

.../auth/userinfo.email

.../auth/userinfo
.profile

openid

.../auth/bigquery

.../auth/cloud-
platform

.../auth/bigquery
readonly

.../auth/cloud-
platform.read-only

.../auth/devstorage
full_control

.../auth/devstorage
read_only

...fauth/devstorage
read_write

Manually add scopes

If tha cranac wnn wanild lika tn add An nat annaar in tha tahla ahnua wan fan antar tham hara Farh ernana

User-facing description
See your primary Google Account email address

See your personal info, including any personal info
you've made publicly available

Associate you with your personal info on Google

View and manage your data in Google BigQuery and
see the email address for your Google Account

See, edit, configure, and delete your Google Cloud
data and see the email address for your Google
Account.

View your data in Google BigQuery

View your data across Google Cloud services and
see the email address of your Google Account

Manage your data and permissions in Cloud Storage
and see the email address for your Google Account

View your data in Google Cloud Storage

Manage your data in Cloud Storage and see the
email address of your Google Account

Rows per page: 10+« 1-100f25 >



Gmail

- Manually add the

scope

<]

Analytics
Hub API

O OoQ

Analytics
Hub API

BigQuery
API

BigQuery
AP

BigQuery
API

BigQuery
API

O O 0o o o

BigQuery
API

.../auth/userinfo.email

...Jauth/userinfo
.profile

openid

.../auth/bigquery

.../auth/cloud-
platform

.../auth/bigquery
.readonly

.../auth/cloud-
platform.read-only
.../auth/devstorage
full_control
...Jauth/devstorage
.read_only

.../auth/devstorage
read_write

Manually add scopes

If the scopes you would like to add do not appear in the table above, you can enter them here. Each scope
should be on a new line or separated by commas. Please provide the full scope string (beginning with

“https://”). When you are finished, click "Add to table”.

See your primary Google Account email address

See your personal info, including any personal info
you've made publicly available

Associate you with your personal info on Google

View and manage your data in Google BigQuery and
see the email address for your Google Account

See, edit, configure, and delete your Google Cloud
data and see the email address for your Google
Account.

View your data in Google BigQuery

View your data across Google Cloud services and
see the email address of your Google Account

Manage your data and permissions in Cloud Storage
and see the email address for your Google Account

View your data in Google Cloud Storage

Manage your data in Cloud Storage and see the
email address of your Google Account

Rows per page: 10« 1-100f25 >

https://mail.google.com/

| Add to table



https://mail.google.com/

Gmail

- It should look like this when
you're done

g Google Auth Platform / Data access

E
@

Google Cloud

Overview

Branding
Audience

Clients

Data Access
Verification Center

Settings

% My Project 34261

Search (/) for resources, docs, products, ar

Data Access

APl 1 Scope User-facing description
. See your primary Google [ 1
Jfauth/userinfo Account email address
.email
. See your personal info, 1
Jauth/userinfo including any personal info
.profile you've made publicly available
openid Associate you with your )

personal info on Google

& Your sensitive scopes

Sensitive scopes are scopes that request access 10 private user data.

APl 1P Scope User-facing description

No rows to display

& Your restricted scopes

Restricted scopes are scopes that request access to highly sensitive user
data.

Gmail scopes

APl 1P Scope User-facing description
https://mail Read, compose, send, and )
.google permanently delete all your email

.com/ from Gmail



Gmail

- Click Clients

Google Cloud

-

[E  Overview

/console.cloud.google.com/aut!

2* My Project 34261

¢ Branding
@  Audience
Clients

=S¢ Data Access
Verification Center

£ Settings

Google Auth Platform / Data access

Data Access

APl

Search (/) for resources, docs, products, and more

Scope

.fauth/userinfo
.email

fauth/userinfo
.profile

openid

User-facing description

See your primary Google
Account email address

See your personal info,
including any personal info
you've made publicly available

Associate you with your
personal info on Google

& Your sensitive scopes

Sensitive scopes are scopes that request access to private user data.

APl 4

Scope

No rows to display

User-facing description

& Your restricted scopes



Gmail

- Click Create Client

'console.cloud.google.com/auth/clients?project=fc

= Google Cloud @* My Project 34261 Search (/) for resources, docs, products, and more

7 Google Auth Platform / Clients

E]  Overview Clients + Create client « Restore deleted OAuth clients
¢  Branding

6  Audience OAuth 2.0 Client IDs

#  Clients [0 Name Creation date

Type



Gmail

- There are several Application

Types, each with a different
flow.

Google Cloud

@* My Project 34261 Search (/) for resources, docs, products, and more

7 Google Auth Platform / Clients / Create client

&
@

Overview
Branding
Audience

Clients

Data Access
Verification Center

Settings

& Create OAuth client ID

A client ID is used to identify a single app to Google's OAuth servers. If your app
runs on multiple platforms, each will need its own client ID. See Setting up OAuth
2.0[Z for more information. Learn more [Z about OAuth client types.

Application type *

Web application J

Android

Authorization Flow
Chrome Extension

i0S
I TVs and Limited Input devices I Device Flow
I Desktop app I Unable to use

Universal Windows Platform (UWP)



Gmail = Authorization Flow

- We'll use Web Application for
Authorization flow

- Glve It a name

- Add the redirect URI

Google Cloud

* My Project 34261 Search (/) for resources, docs, products, and more

Q_search

P Google Auth Platform / Clients / Create client

Overview
Branding
Audience

Clients

Data Access
Verification Center

Settings

& Create OAuth client ID

~ Application type *
‘ Web application - ‘

~ Name *
‘ Web client 1 ‘

The name of your OAuth 2.0 client. This name is only used to identify the client in the
console and will not be shown to end users.

The domains of the URIs you add below will be automatically added
to your OAuth consent screen as authorized domains 2.

Authorized JavaScript origins @

For use with requests from a browser

[ +AddURl |

Authorized redirect URIs @

For use with requests from a web server

[ +Addurr |




Gmail = Authorization Flow

- Click Create

=focal-furn:

= Go gle Cloud &* My Project 34261 Search (/) for resources, docs, products, and more

g Google Auth Platform / Clients / Create client

E  Overview < Create OAuth client ID
" ~— Name *

©  Branding ‘ Web client 1

@  Audience

The name of your OAuth 2.0 client. This name is only used to identify the clientin the

console and will not be shown to end users
s Clients

S Data Access

The domains of the URIs you add below will be automatically added

to your OAuth consent screen as authorized domains (2.
Verification Center

£ Settings
Authorized JavaScript origins @

For use with requests from a browser

‘ + Add URI ‘

Authorized redirect URIs @

For use with requests from a web server

URIs 1 *
[http:ff\ocalhost:ﬁﬂgd

[ +AddUri |

Note: It may take 5 minutes to a few hours for settings to take effect




Gmail = Authorization Flow

- Record the Client ID and Client
Secret

OAuth client created

The client ID can always be accessed from Clients tab under Google
Auth Platform.

OAuth access is restricted to the test users [2 listed on
your OAuth consent screen

Client ID
[redacted]

Starting in June 2025, you will no longer be able to view
or download the client secret once you close this dialog.
Make sure you have copied or downloaded the
information below and securely stored it.

Client secret

[redacted]
Creation date November 25. 5525. 4:55:25 N !Eﬂ i—?
Status @& Enabled

¥ Download JSON

OK




Gmail - Desktop

- The also uses
Authentication flow and

requires a redirect URI

- However, the Google admin
windows don't allow us to
provide the redirect URI,

making this particular client
useless

Open project picker (Ctrl O]
?Goog\eAuth Platform / = , ’ g { J

5]

<l

Google Cloud

Overview
Branding
Audience

Clients

Data Access
Verification Center

Settings

o

25  https://console.cloud.google.com/auth/clients/create?project=focal-furnace-479223-h0

& My Project 34261 | Search (/) for resources, docs, products, and more

&  Create QAuth client ID

A clientID is used to identify a single app to Google's OAuth servers. If your app
runs on multiple platforms, each will need its own client ID. See Setting up OAuth
2.0 for more information. Learn more (4 about OAuth client types.

Application type *
[Desklou app - I

~ Name *

‘ Desktop client 1 ‘

The name of your OAuth 2.0 client. This name is only used te identify the client in the
console and will not be shown 1o end users.

Note: It may take 5 minutes to a few hours for settings to take effect

Create Cancel

No option to set redirect uri, even
though it is required for this flow

OAuth client created X


https://developers.google.com/identity/protocols/oauth2/native-app

Gmail — Device Authorization Flow

- The TV and Limited input
device client uses Device R
Authorization Flow e

. Unfortunately, Google only T
supports a limited number of e ——
scopes for this client

- Sending email is not one of

Note: It may take 5 minutes to a few hours for settings to take effect
the supported scopes

- Will demonstrate nonetheless
in case you want to use for
other purposes (e.g., SSO)




Gmail — Device Authorization Flow

- Capture the Client ID and
Client Secret

OAuth client created

The client ID can always be accessed from Clients tab under Google
Auth Platform.

OAuth access is restricted to the test users [ listed on
your OAuth consent screen

Client ID
[redacted]

Starting in June 2025, you will no longer be able to view
or download the client secret once you close this dialog.
Make sure you have copied or downloaded the
information below and securely stored it.

Client secret

[redacted]
Creation date November 25. 5525. 4:55:% N !Eﬂ i—?
Status @& Enabled

¥ Download JSON

OK




Sample Code

The sample code you can
download for this session has
the full implementation for
Authentication and Device
Authentication flows for both
Azure and Google

If tab _1.tabpage auth.rb_username_password.checked THEN

Else

End If

client.
client.
client.

client.
client.
client.

AuthType = 2
Username = tab_1.tabpage auth.sle username.text
PassWord = tab_1.tabpage auth.sle password.text
AuthType = 5

Username = tab_1.tabpage auth.sle_username.text
xoauth2accesstoken = 1ls authtoken



Session Agenda (Recap)

- Authentication vs Authorization
- Why use OAuth2 for SMTP Authentication
- OAuth2 Flows

- Authorization Flow
- Device Authorization Flow

- Configuring Azure
- Configuring Gmail
- Sample Code



Thank you



Connect with Us

community.appeon.com

Discussions, tech articles and videos, free online training, and more.

€) facebook.com/AppeonPB € x.com/AppeonPB
Encourage us with a “like”, see cool pics, and get Follow Appeon and community members to get
notified of upcoming events. the latest tech news.
( @ linkedin.com/company/appeon 0 youtube.com/Appeon
| Build up your career profile, and stay in contact Share important Appeon videos with others; no

with other professionals. account registration required.




Q&A Time
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