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Authentication vs Authorization

 OAuth2 is an Authorization rather than an Authentication framework.

 OAuth2 relies on the identity server to perform authentication before it 
issues an Auth Token

 Open ID Connect (OIDC) is a protocol built on top of OAuth2 that does 
provide for both Authentication and Authorization

https://www.oauth.com/oauth2-servers/openid-connect/authorization-vs-authentication/
https://www.oauth.com/oauth2-servers/openid-connect/
https://www.oauth.com/oauth2-servers/openid-connect/


Why use OAuth2 for SMTP authentication?

 Secures your credentials

 Allows you to limit the privileges granted

 Multifactor Authentication (MFA) is often built in



OAuth 2.0 Flows

 Authorization Flow
 The authorization server returns a single use authorization code to the client, which is then exchanged for an 

access token.

 Optionally use Proof Key for Client Exchange (PKCE) for increased security

 Implicit Grant (deprecated in OAuth 2.1)
 The access token is returned directly to the client

 Resource Owner Credentials Grant Type (deprecated in OAuth 2.1)
 The client first obtains the resource owners credentials and then passes them to the authorization server.

 Only applicable for highly trusted clients

 Client Credentials Grant Type
 Used for non-interactive clients

 Device Authorization Flow
 Used for client that have limited input options (e.g., Smart TVs)

 Refresh Token Grant
 Used to refresh an access token that is about to expire



OAuth 2.0 Flows

 Authorization Flow
 Used primarily by web applications as it is natural for them to be able to listen for a redirect 

URI

 Device Authorization Flow
 Can be more useful for desktop apps because it doesn’t require listening for a redirect URI

 Client Credential Flow
 Used for service accounts, but requires a redirect URI like Authorization Flow

 Refresh Token Flow
 Regardless of how the Auth Token was originally obtained the Refresh Token Flow is how 

the application can refresh an existing token

 If the Auth Token can be refreshed, the user isn’t forced to reauthorize a new Auth Token 
when the original Auth Token would have expired



Authorization Flow

 Client composes URL to access 
the Authentication server that 
includes:
 Client ID (and Tennant ID for Azure)

 Requested Scopes

 Redirect URI

 Client launches default web 
browser to the URL
 Normally this would be done with system 

browser

 In the demo, we’re going to use a browser 
control in a PowerBuilder window so we 
can capture the Redirect URL call



Authorization Flow

 User logs in via web browser 
and grants access



Authorization Flow

 Authentication Server adds 
Auth Token to Redirect URL 
and passes it back to browser 
as Redirect URL 
 The best way to capture this would be to 

have the PowerBuilder client listen on a 
port using something like WinsockPBNI 
or Winsock

 For the demo, we’re capturing the 
redirect sent back to the browser control 
in a PowerBuilder window

https://www.topwizprogramming.com/tools.html
https://www.topwizprogramming.com/freecode_winsock.html


Authorization Flow

 PowerBuilder client extracts 
the Auth Token from the 
Redirect URL



Authorization Flow

 PowerBuilder adds Auth 
Token to SMTP Message for 
Authentication



Authorization Flow

 SMTP Server verifies Auth 
Token and, if valid, sends 
email



Device Authorization Flow

 PowerBuilder client makes 
REST POST API call to 
Authorization Server

 For Azure, Tennant ID is part 
of API URL

 Client ID and requested 
scopes are passed in request 
body



Device Authorization Flow

 Authorization Server returns:
 Device Code
 A URL to be used to exchange Device Code for 

Auth Token

 Typically, the client would generate 
a QR code for the URL and display 
that and the Device Code to the 
user

 The user would use the QR code to 
open the URL on their personal 
device and enter the Device Code

 For the demo, we will be opening 
the system browser to the URL and 
copying the Device Code into the 
clipboard



Device Authorization Flow

 User enters the Device Code 
into the web page and grants 
access

 Device code is received by the 
Authentication Server, which 
then makes the Auth Token 
available on a known URL



Device Authorization Flow

 PowerBuilder client makes 
REST POST API call to 
Authorization Server

 For Azure, Tennant ID is part 
of API URL

 Client ID and Device Code are 
passed in request body

 For Google, Client Secret is 
also pass in request body



Device Authorization Flow

 Authentication Server returns 
Auth Token to PowerBuilder 
client in response to API call



Device Authorization Flow

 PowerBuilder adds Auth 
Token to SMTP Message for 
Authentication



Device Authorization Flow

 SMTP Server verifies Auth 
Token and, if valid, sends 
email



Azure

 In the Azure Portal, open 
Microsoft Entra ID



Azure

 Create a new App registration



Azure

 In the app registration, define 
which accounts can use the 
app and define the Redirect 
URL

 For Azure, we can use the 
same app registration for both 
flows



Azure

 Record the Tennant ID and 
Client ID for the app



Azure

 Under Manage, select API 
Permissions

 Select Microsoft.Graph

 Select Delegated Permissions

 Search on “SMTP” and select 
the SMTP.Send scope



Azure

 Use the “Grant admin consent 
for Default Directory” option



Gmail

 Create a project in Google 
Cloud

https://console.cloud.google.
com/projectcreate



Gmail

 In the new project, select 
“Explore and enables APIs”



Gmail

 Select “Oauth consent screen”



Gmail

 Click on Get Started



Gmail

 Provide App Information



Gmail

 Define the audience



Gmail

 Provide contact information



Gmail

 Agree to terms and finish



Gmail

 Under Data Access, click Add 
or Remove Scopes



Gmail

 Add the userinfo.email, profile, 
and openid scopes



Gmail

 Manually add the 
https://mail.google.com/ 
scope

https://mail.google.com/


Gmail

 It should look like this when 
you’re done



Gmail

 Click Clients



Gmail

 Click Create Client



Gmail

 There are several Application 
Types, each with a different 
flow.



Gmail – Authorization Flow

 We’ll use Web Application for 
Authorization flow

 Give it a name

 Add the redirect URI



Gmail – Authorization Flow

 Click Create



Gmail – Authorization Flow

 Record the Client ID and Client 
Secret



Gmail - Desktop

 The Desktop Client also uses 
Authentication flow and 
requires a redirect URI

 However, the Google admin 
windows don’t allow us to 
provide the redirect URI, 
making this particular client 
useless

https://developers.google.com/identity/protocols/oauth2/native-app


Gmail – Device Authorization Flow

 The TV and Limited input 
device client uses Device 
Authorization Flow

 Unfortunately, Google only 
supports a limited number of 
scopes for this client

 Sending email is not one of 
the supported scopes

 Will demonstrate nonetheless 
in case you want to use for 
other purposes (e.g., SSO)



Gmail – Device Authorization Flow

 Capture the Client ID and 
Client Secret



Sample Code

The sample code you can 
download for this session has 
the full implementation for 
Authentication and Device 
Authentication flows for both 
Azure and Google

If tab_1.tabpage_auth.rb_username_password.checked THEN

 client.AuthType = 2
 client.Username = tab_1.tabpage_auth.sle_username.text
 client.PassWord = tab_1.tabpage_auth.sle_password.text

Else

 client.AuthType = 5 
 client.Username = tab_1.tabpage_auth.sle_username.text 
 client.xoauth2accesstoken = ls_authtoken

End If
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